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Records Management System. MoReq has been used widely in Europe and has been
updated with MoReq2.

The regulations above are but a very small sample of the regulations focused on data
retention that impact archiving requirements and practices. Additional regulations are
shown in a table later in this report.

567289%:762;%<5&.69:%9.&=5> %

Organizations don't have to be Google to experience email storage growth. The dual drivers
of cheaper disk storage and the increased size of email messages, thanks to attachments
such as images and videos, is fueling the email storage explosion. Messaging storage is
growing at an average of 31% annually, which means that a terabyte of storage today will
swell to nearly 2.5 terabytes in just three years.

Just over one-half of respondents (52%)
to a February 2009 survey of messaging
decision makers by Osterman Research

I"#$""%&' () &*%+&,()&-.&
0123%"22&4-55"26-%+"%¢

said they either had a need or a strong #7634*%/84-86*0% 78328823
;5-88&4-86/3*%4"&$3

need to slow the growth of messaging-
related storage. Increasing message

size was the leading problem for 5"=1/*#3-%2&#<"&5-/"&-.&"8*3
organizations, cited by 54% of ["=*|&A4*D"D>Q=--+&"€

respondents — worse than spam or

malware. 65"2"57*#3-%&328@" T&#-&E

g , 4-86*%7A2&-0/3=*#3
Archiving can be a very useful tool in
reducing the volume of storage on
email servers. One way to use archiving as a storage management tool is through the use of
stubbing, in which email messages are replaced with “stubs” - roughly 10Kb links that point
to content that has been migrated from users’ mailboxes to the archive. When a user clicks
on a stub, the message and attachment are retrieved from the archive and presented to the
user as though the message were still in their mailbox. An alternative is to stub only
attachments, leaving the message itself intact and replacing the attachment with a link. As
with email stubbing, when a user clicks on the link, the attachment is retrieved from the
archive. Another alternative is to migrate emails and attachments to the archive without the
use of stubbing, allowing users to search for content directly from the archive.

Regardless of the particular method used, the advantages of using archiving to control email
storage growth include:

¥ Large email messages and files are removed from live storage, resulting in faster backups
and restores.

¥ IT can continue to impose quota limits on end users in order to keep email stores
relatively small, but users rarely bump into these limits because content that consumes
significant storage space is migrated from email server stores.

I"HH$%8. ()*+,-%.)),*101%2-/3 % % 40886
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Choosing the Right Archiving Solution

simple as possible for IT to use when data is requested from the archive. More important,
however, is that often non-IT groups (e.g., internal legal counsel, external legal counsel,
paralegals, senior managers, consultants, etc.) will need to have access to the archive,
making a minimum amount of training an even more important requirement as the number
of potential users of the archiving system increases.

67892:;%<=%>?@%7.8?ZA@

Another very important consideration is backing up the archive so that archived data can be
restored in the event of a natural disaster or other disruption to the primary archiving
system.

BCDE-F%GC*H,*I%JE(0%7*/0&DE-F
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One of the most important considerations in the process of selecting an archiving solution is
to first justify the need for archiving to senior decision makers, since not everyone agrees
that email and other content archiving is a sound business practice. For example, in the
February 2009 survey noted earlier, 13% of IT decision makers felt that deleting all email
content on a regular basis is the least risky option, since it reduces the likelihood that
incriminating evidence will be found during legal discovery, a regulatory audit, etc.

Justification of email and other content archiving will vary depending on the industry in
which an organization operates, the number of users it has, its corporate culture and other
factors, but the following provide some level of justification:

¥ 7*/OEDE-F%E'%,NE-%(C%OEPYOE-'Q*,-/)
While archiving may not be a critical requirement to a particular organization on a day-to-
day basis for a particular organization, but a single e-discovery exercise or regulatory
audit in which data can be rapidly gathered and assembled using an archiving system can
save an organization from financial ruin.

For example, in June 2005 AMD filed _$/,O#($(]2/3*4('5$(6('3/ ($*'$

suit against Intel and requested that

email for a small number of Intel '(O+#"&*'5$"+2/&$7,$/38$2"&
employees be preserved. The Intel 3",$9($"':/2#5$0"&8('(2$",:

employees in question were to copy
the requested email to their hard

" (;9#(2%+./,0$",$"38/4/,0$
drives. However, some employees _5_&(;$3",$_"4($"’$*'0"’/<"&/*,$

did not follow instructions properly,
resulting in the loss of email that
should have been part of the
discovery effort over a period of more than three months. The I"##3$%&'((&$)*+',"#
reported that Intel spent $3.3 million to process tapes to recover the necessary emails.
While Intel can clearly absorb this cost fairly easily, a smaller company could have been
bankrupted by just one such incident.
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Choosing the Right Archiving Solution

As part of the process for evaluating various archiving solutions, a more detailed set of
requirements, questions and criteria should be established for the needs of particular
departments or functions, but the analysis discussed above provides a good starting point
for evaluating competing solutions.

FOCUSING ON THE LONG-TERM BENEFITS

An email and content management system is a long-term investment that will yield benefits
for many years in the context of e-discovery, its ability to satisfy regulatory audits, improving
storage management, and the like. As a result, it is incumbent on decision makers to
consider the impact of an archiving system on these requirements for many years into the
future. For example, an email archiving system implemented today will be able to satisfy e-
discovery requirements imposed upon
an organization seven years from now.

The same archiving system may allow an !"#$%&'(#&")#*+",$";
organization to reduce its storage 2%&"&-$%%$" #./. 1$%#'_#&#(-E
i ts by just 10% , but m " 1 1
with s cumulative impact of reducing BL6H" 2., 968" #,3& #4'(H/'
storage requirements by 77% during the 5%"$6', #6+1#%&"/#/$&1 .#"™

same seven-year period. In short, unlike *+",$7,#+6¢$.*+2$1/8#', .#&5'('.

an email system that may be replaced

every three or four years, an archiving ,+#.&,'.6/#1$-9(&, '|‘:|./3'l-'rl'(‘§L9)I

system \{vill !'1ave longer term anfj mF)re 'Up:1+2"-#. ’+1&_$#%&"&_$%$"
cumulative impacts on an organization. &")# 3$#(|$

Summary

An archiving system designed to preserve email and other content for long periods of time
can provide any sized organization with a diverse set of benefits, including the ability to
satisfy e-discovery and regulatory audit requirements, the ability to migrate content from
expensive storage on email servers to less expensive archival storage, and the ability to make
employees more productive by eliminating their email management tasks, among other
benefits. In order to select from among the growing variety of archiving solutions available,
organizations should carefully define their current and anticipated requirements for archiving
functions and then map each solution under consideration to these requirements. Doing so
will allow an organization to understand how each solution can meet - or not meet - its
requirements.
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